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BeO-npuiioxkenune npeacrapisieT coOOM COLMANBbHYIO CETh JIsl KHUXKHBIX
JTO0UTENE, B KOTOPOW MOJIb30BATEIM MOTYT OCTaBJSATh PELIEH3UU Ha KHUTH,
CTaBUTh OLIEHKH, BECTH OOILIEHHE C PYTUMHU MOJIb30BATEISIMU, UCKATh APY3€H 1o
UHTEpECaM.

Beb-npuiioxkeHune 10KHO KOPPEKTHO paboTaTh HA JTHOOBIX YCTPOUCTBAX U
NOJIICP)KUBATh PA3NIMYHbIE pa3pernieHuss dkpaHa. [lonb3oBaTensiMu  JOJKHBI
ABJIATHCS JIIOObIE 3aMHTEPECOBAHHBIC B IAHHOM MPHUIIOKEHHUH JIFOJIH.

CTAINN N OTAIIbI PASPABOTKH

1. Texuuueckoe 3a1aHue
1.1 O6ocHOBaHNE HEOOXOAUMOCTH Pa3pabOTKU MPOTPAMMBI

[TocranoBka 3amaun. COOp HCXOAHBIX MaTepuasioB. Beibop um oOocHOBaHHE
kputepreB 3G ()EKTUBHOCTH U KauecTBa pa3padaThbiBaeMOM ITPOTPaMMBL.

1.2 Hayuno-uccnenoBaTenbCKue paboThI

OnpeneneHue CTPYKTYpPbl BXOJHBIX U BBIXOJIHBIX JaHHBIX. [IpenBapuTenbHbBIN
BBIOOP METOIOB perIeHus 3a1ad. O00CHOBaHHUE 11e71eCO00pa3HOCTH MPUMEHEHUS
paHee pa3paboTaHHBIX mporpamm. OrpeaeneHre TPeOOBAaHUN K TEXHHUYCCKUM
cpeactBaM. (OOOCHOBaHHME  MPUHIMIIHAILHON  BO3MOXXHOCTH  PEIICHUS
IIOCTaBJICHHOHN 3aJa4un

1.3 Pa3paboTka 1 yTBEpKIACHHE TEXHUYECKOTO 3a/TaHHSI
Omnpenenenue TpebOBaHM K MporpamMme. Pa3zpaboTka TEXHUKO-PKOHOMHUYECKOTO

o0oCcHOBaHMS pa3paboTKu mporpaMmbl. OnpeneneHne CTaauii, ITamoB U CPOKOB
pa3pabOTKu TporpaMMbl M JOKyMEHTaluu Ha He€. BpiObop A3bIKOB



nporpammupoBanus. OrmnpejeneHre HEOOXOIUMOCTH NPOBEAEHUS HAy4YHO-
UCCIIENOBATENbCKUX paboT Ha mnocienyromux cragusax. CornacoBaHue u
YTBEPKIEHNE TEXHUYECKOTO 3a1aHMUS.

2. DCKU3HBIN MTPOEKT
2.1 Pa3paboTka 3CKU3HOrO MPOEKTa

[IpenBapurensHas pa3padOTKa CTPYKTYPHI BXOJHBIX M BBIXOJHBIX JIAHHBIX.
YTouHEeHHEe METOJIOB pelieHus 3afadd. Pa3paboTka 0O0IIero OomvcaHus
aNropuT™Ma  pemieHus  3ajayd.  Pa3paboTka  TeXHUKO-DKOHOMHYECKOTO
000CHOBaHHS.

2.2 YTBep)IeHHUE 3CKU3HOTO ITPOEKTA

Pa3paboTka nosicHuTenbHOM 3anucku. CoriiacoBaHue U YTBEPKACHHUE SCKU3HOTO
IPOEKTA.

3. TexHu4yeckui MpoeKkT
3.1 Pa3zpaboTka TEXHUYECKOTO MTPOEKTa

VYTouHEeHHEe CTPYKTYphI BXOJHBIX U BBIXOJHBIX JaHHBIX. Pa3paboTka anroputma
pemenus 3aaaun. Onpeenenre GopMbl MPECTaBICHUS BXOAHBIX U BBIXOJIHBIX
naHHbIX. Onpesenenre CEMaHTUKH U CHHTaKCHca si3bIka. Pa3paboTka CTpyKTyphI
nporpaMMbl. OKOHYATENBbHOE OIpeAelieHne KOHDUTypaluu TEeXHUYECKUX
CPEACTB.

3.2 YTBepxkaeHNE TEXHUUECKOTO MTPOEKTa
Pa3paboTka 1utana MepompuATHN TO pa3pabOTKE W BHEAPEHHUIO MPOTPaMM.
Pa3paboTka moscHutenbHOM 3amucku. CorylacoBaHME€ W YTBEPXKICHHE

TCXHUYICCKOI'O IIPOCKTA.

4. PabGounii npoeKT
4.1 PazpaboTka mporpaMmbI

[IporpaMMupoBaHu€e U OTJIAAKA IPOTPAMMBI.



4.2 Pa3zpaboTka NporpaMMHON TOKYMEHTAI[UU

Pa3zpaboTka nporpaMMHBIX JOKYMEHTOB B COOTBeTCTBUH ¢ TpeboBanusimu ['[OCT
19.101-77.

4.3 McnblTaHUE U TECTUPOBAHUE

Pa3pabotka, coriiacoBaHue U yTBEPXKICHHUE MOPSIKA U METOJIUKHU HUCTIHITAHUM.
[IpoBenenne TpeaBAPUTENBHBIX TOCYJAPCTBEHHBIX, MEXBEIOMCTBEHHBIX,
MPUEMO-CIATOYHBIX U IPYTUX BUIOB UCTIbITAaHUN. KOppeKTupOBKa NpOrpaMmsbl U
MPOrPAaMMHOMN JIOKYMEHTAIMU 110 PE3yJIbTaTaM UCIIBITAHUM.

5. BHeapenue

HO}II‘OTOBKa n 1repcaada IporpamMmbl H HpOFpaMMHOﬁ JOKYMCHTAlUKN JJIA
COIMPOBOKIACHUA.

TPEBOBAHNMA K [TIPOITPAMMHOMY U3JIEJINIO

Cucrema JOJDKHA  IIO3BOJIATH  ITOJIB30BATCIIIO  BBIIIOJHATHL  CIICAYIOIIUC
MaHUITYJIAIUN

1. [Tpon3BOIUTH PETUCTPALIMIO U ABTOPU3ALUIO B CUCTEMY

2. OcymiecTBisATh ~ KOMMYHHUKAIIMIO €  APYTUMH  TOJIb30BaTENIsIMU
MOCPEICTBOM NEPENUCKHU

3. OcTaBiATh KOMMEHTApUM K HCKOMBIM KHUTAaM U CTaThIM O KHHIaX,
OCTaBJISITh PEUEH3UU

4, Octapiaarh “mabik” WM “mu3naik”’ K KHUATAM, II0CTaM, CTaThIM U
KOMMEHTapUsIM, TAKUM 00pPa30M TOBBIIIAS WIIA TOHMXAsi UX PEUTHHT

d. PenaktupoBath cBO# poduib, B TOM YKCIIE U3MEHSITH aBaTap

6. BriknaaeiBaTh pa3nuyHble “IOCTHI” HA CBOEM Tpoduiie

7. [ToanuceIBaThCS HA HOBOCTHU IPYTHUX MOJIb30BATENEN

8. XKanoBatbcs Ha KOMMEHTapUH/ TOCTHI /Iy OTHKaAIAN IPYTUX
MOJIB30BaTEIICH

Q. OcTaBasaTh COOOIIECHUS TEXHUYECKOW MOICPIKKE



Crpannua noab3oBartesisi:
Ha cBoeint cTpanuiie monp30BaTeib JOJKEH UMETh BO3MOKHOCTb:

1.

a s wnN

PenaktupoBaTh cBOIl mpoduib

BrikniagpiBaTh pa3nuyuHble MyOIMKaluu

[IpocMaTpuBaTh KOMMEHTApUU K CBOMM MYOIMKALUAM
[IpocMaTpuBaTh CIMCOK MOIB30BATENEH, OLIEHUBIINX €r0 MyOIUKaluu
[IpocMaTpuBaTh peUTUHT CBOMX MyOJIUKALIMIA

Crpanuna nyojauKanuu:

Ha CTPAHUIIC KHUTHU IMOJb30BATCJIb JOJIZKECH UMCTh BO3MOKHOCTD!

1.
2.
3.

OcTaBUThH OT3BIB O KHUTE
OcTaBUTH OLIEHKY
Buners 0T3bIBBI IpYTUX MOJIb30BaTENEH

Crpanuna aBTopa:

Ha CTPpAaHUIIC aBTOPA IMOJIL30BATCJIb JOJIDKCH UMCTh BO3MOKHOCTD!:

e AN

Bunetrs undopmanuro 06 aBTope

OcTaBUTh KOMMEHTApPUH O IEITETLHOCTH aBTOpa

OcTaBuTh OIIEHKY aBTOpa, KOTOpas OyIET YUUTHIBATHCS B €T0 PEUTHHTE
Buners nybnukaiuu aBTopa

[TonmucaTecs Ha aBTOpa

Crpanuua 1HaJI0T0B:

Ha CTPpAaHUILIC JUAJIOTOB IT0JIB30BATC/Ib AOJIKCH UMCTh BO3MOKHOCTD!:

1.
2.
3.

Buners quanoru, Hadyatble APYTUMHU MOJIb30BATEISIMU
Haxonute npyrux noyip30BaTenei 1 HAUMHATH JUAIOTH C HUMU
Co3naBaTh IpynmnoBbie MEPENUCKU

Ctpanuua HOBOCTEIi:

Ha CTpaHUIIC HOBOCTEH MOJIb30BATE/Ib JOJIXDKCH MMCTh BO3MOZKHOCTB:

1. Buzaets nyOiukanyu aBTOPOB, HA KOTOPBIX OH MOJIKUCAH

2. IlepexoauTh Ha CTpaHUILY TyOTUKAIIHIA
3. TlepexoauTh HA CTpaHUILY aBTOPA.



CTpaHnua aBTopU3auuu/perucTpanu:

B dopme aBropuzaruu asa noins: «Jlorun» u «Ilaponby, a Takke KOHTEKCTHas
CChUIKA «3aperucTpupoOBaTHCS.

Banunanuuga moseit:

Jlorun MoXxeT npuHUMaTh B ce0s 3 GhopMbl 3HAUEHUI: HOMEp TenepoHa, JOTUH
M0JIb30BATElI WM AJEKTpOHHasd nouta. Homep TenedoHa MoKeT HAaUMHATHCS C
“8” u ¢ “+7”, nanee nomkHO ObITH BircaHo 10 1udp. JlIorun MOXeET conepKaTh
OyKBBI aHIVIMICKOro andaBuTa, crel. CUMBOJBI U IUPPBL, HO HE JOJIKEH
HAYMHATHCS CO CIELl. CHMBOJIOB. DJIEKTPOHHAsS MOYTa AOHKHA COAePKaTh OYKBBI
aHrIMiickoro andasurta, croel. CUMBOJ (@, JOMEHBI TEPBOTO U BTOPOTO
ypoBHEH. B 311eKTpOHHOMI MoUTe MOTYT COIepKATHCS LU PHI.

[laponp NOMKEH COCTOSATh M3 MHUHUMYM 8§ CHUMBOJOB: OYKB aHTIMHCKOIO
asnasura, qudp, crel. cMMBOJIOB. B mapose 00s3aTenbHO 10KHA ObITh OJHA
3arjaBHas OykBa W oJiHa Iu@pa, CHEICUMBOJIBI JIOJDKHBI OBITH Ha J0OOM
MO3UIUHU, KPOME TTEPBOH.

B dopme peructpanum monsi: Homep TenepoHa, HUKHEUM, WM, daMuius,
ANIEKTPOHHAA 10YTa, CTpaHa, rOpojl, Mapoib.

Bamunamusa noneit:

1. Jlorun noymkeH OBITH HAITMCAH OyKBaMU aHTJIMMCKOTO ayipaBuTa. B mornne
MOTYT coJiepKatbcst HUQPpbI. JIOTHH T0KEeH ObITh YHUKAJIBHBIM.

2. Homep TenedoHa MokeT HaUMHATHCS ¢ “8” U ¢ “+7”, najee AOIKHO OBITh
Bricano 10 mudp.

3. DJeKTpoHHas MouTa JOJDKHA COJepKaTh OYKBBI aHTJIMHCKOTO andaBHTa,

CIeIl. CUMBOJ “(@”, TOMEHBI IEPBOTO U BTOPOTO ypOBHEH. B anmekTpoHHOM

ouTe MOTYT cojepkarbcs mudpel. Ha anpec BBeneHHOUN 37E€KTPOHHOU

MIOYTHI IOJDKHO TIPUMTH MUCHMO C TTOATBEPIKICHUEM aKKayHTA.

Nms MoXeT coaepkath B ce0e CTPOKY UITH OBITH ITyCTHIM

damunusi MOKET CoJIepkKaTh B c€0€ CTPOKY HIIA OBITH MTyCTHIM

Ctpana MOXeT coepxaTh B ce0e CTPOKY WIJIH OBITh ITYCTHIM

I'opon MoxeT comepkath B ce0e CTPOKY MITH OBITh TyCTHIM

© N A

[Taposib 1OMKEH COCTOSITH U3 MUHUMYM 8 CUMBOJIOB: OYKB aHTJIUHCKOTO
andasuta, mudp, Crel. CAMBOJIOB. B mapose 00s13aTenpHO JOMKHA OBITH



OJlHa 3aryiaBHas OykBa W OJIHA LU(pPa, CIELCUMBOJIBI JOJKHBI OBITh Ha
110001 MO3ULINH, KPOME TIEPBOM.

TpeboBaHue Kk 6esonacHOCTU BEG-NPUIOXKEHMS

CaiiT oJKeH MpeaycMaTpuBaTh 0a30BYIO 3aIIUTY OT OCHOBHBIX BHJIOB aTaK, ONTMCAHHBIX B
Tabimue OWASP:

« A01:2021-Broken Access Control

o A02:2021-Cryptographic Failures

o A03:2021-Injection

o A04:2021-Insecure Design

o A05:2021-Security Misconfiguration

o A06:2021-Vulnerable and Outdated Components

o A07:2021-Identification and Authentication Failures
o A08:2021-Software and Data Integrity Failures

o A09:2021-Security Logging and Monitoring Failures
o A10:2021-Server-Side Request Forgery



https://owasp.org/Top10/A01_2021-Broken_Access_Control/
https://owasp.org/Top10/A02_2021-Cryptographic_Failures/
https://owasp.org/Top10/A03_2021-Injection/
https://owasp.org/Top10/A04_2021-Insecure_Design/
https://owasp.org/Top10/A05_2021-Security_Misconfiguration/
https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/
https://owasp.org/Top10/A07_2021-Identification_and_Authentication_Failures/
https://owasp.org/Top10/A08_2021-Software_and_Data_Integrity_Failures/
https://owasp.org/Top10/A09_2021-Security_Logging_and_Monitoring_Failures/
https://owasp.org/Top10/A10_2021-Server-Side_Request_Forgery_(SSRF)/
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