AHanu3 HCTOYHHUKOB 1O TeMe «MH(POPMALIMOHHAs 0€30MaCHOCTh

1. Opuxcon Jxon «UckyccTBo skcmiontay // Cankt-Iletepoypr: [lutep.
2018. - 496 c.

JlaHHas KHUTA HE COACPKUT B ce0e KaKUX-TO TOTOBBIX PEIIETITOB
B3jI0Ma 4ero-nb6o. OHa 1aéT yuTaTe o HEOOXO UMY O6a3y AJis
MOHMMaHUsI OCHOBHBIX HalpaBleHUI XaKWHTa, HalpUMep, peBepc-
WHXUHUPHUHT U SKCILTyaTallMIo ySI3BUMOCTEN, 0€3011acHOCTh BEO-
NpUJIOKEHHH, Kpuntorpaduro u 6ecripoBoHble ceTu. Kpome Toro, B
KHUTE JTaHBI OCHOBHI si3bika Cu 1 acceMOuiepa.

2. A. A. bupiokoB «MH}popmanmonHas 6€300acHOCTb. 3aliuTa 1
nHanagenuey // JIMK-IIpecc. 2017. - 434 c.

Bo muorux kaurax no b ocserarorcs 1100 TOJIBKO TEXHUYECKHE
aCIeKThI, THOO0 HOPMATUBHBIC aKThI, CBA3aHHbBIC ¢ oOecreueHuem Mb. Ho
JaHHOE yueOHOe MOCoOHe CTPEMUTCS N30aBUTHCS OT OJJHOOOKOTO
pazbopa ATOM TeMbI, U IOITOMY B HEl MPUBOJATCS KaK TEXHUYECKas
uH(OpMaIMsl, OIMCHIBAIONIAS ATAKW U 3aIIUTy OT HUX, TaK U
PEKOMEH 1aIuu 10 00eCTeueHI0 HHPOPMAITMOHHOM 0€30TTaCHOCTH C
COOTBETCTBYIOIIUMH ITPUMEPAMHU.

3. Adrian Mouat «Docker Security» // O’Reilly Media. 2016.

Yrto0OnI Oe301macHoO ucnoab3oBath Docker, He0OX0IHMMO 3HATH O
NOTEHIUATBHBIX MpobieMax 0e30MacHOCTH, a TakkKe 00 OCHOBHBIX
MHCTPYMEHTaX U MeTojax obecrieueHnust 6€301acHOCTH CUCTEeM Ha 6a3e
KOHTEIHEpOB. ABTOp 3TOM kKHHUru DnpuadH Myar (Adrian Mouat) naér B
HEW peKOMEHIaluu sl pa3pabOTKU MOJTUTHK U TIPOIeayp 0€30macHOCTH
KOHTEUHEPOB.

B kHure paccMatpuBaroTCs TaKME€ YIpo3bl, KaK S3KCIUIOWTHI sipa, DoS-
aTaku, pa3pbIBbl KOHTEHHEPOB U 3apaKEHHBIC NU300paKeHNs. XOTh KHUTA
u BbintynieHa B 2016 rony, MHOTME METOAbL, IPUBEICHHBIE B HEH, 1O-
MPEKHEMY aKTyaTbHBI.

4. Jason Andress, Ryan Linn «Coding for Penetration Testers» //
Syngress. 2011 - 320 c.

I[aHHaH KHWTA MTO3HAKOMHUT YUTATEJIIEH CO CKPHUIITOBBIMH A3BIKAMMH,
KOTOPBIC UCIIOJB3YIOTCA B MHCTPYMCHTAX JIAA TCCTOB HAa IIPOHUKHOBCHHC,
d TaKXKC C IIPUMCPaMHU TOI'O, KaK MX MCIIOJIb30BATh U B KAKUX CUTYyallHUAX.

5. Nicholas Marsh «<Nmap Cookbook: The Fat-Free Guide to Network
Security Scanning» // CreateSpace Independent Publishing Platform.
2015 - 226 c.



JlanHas kHUra oOecrneynBaeT ynpolEHHbIA 0XBaT PyHKIUN
CETEeBOr0 CKaHWPOBAaHUS, JOCTYIHBIX B HaOope yTuiut Nmap. Kaxnaas
¢yHkuus Nmap npomIiocTpUpoBaHa HarjsiAHBIMHU PUMEpaMH,
KOTOpbIE MOMOT'YT OBICTPO MOHATHh UX HA3HAUEHUE.

6. Poquues 0. A. «HopmaTuBHas 0a3za u ctangapThl B 00J1aCTH
nH(popMaloHHoOM O0e30macHOCTH. YueObHoe nocobuey // CaHKT-
[leTepOypr: IMurep. 2021 - 256 c.

VYyebHoe nocobue, BeinmynieHHoe B 2017 roay, sIBISIETCS OJTHUM U3
caMbIX NOCJIETHUX U3AaHUH Mo 3amure nHpopmanuu. B Hem
paccMoTpeHbl Hanbosee BakHble HopMaTuBHBIE ToKyMeHThl DCTOK, a
TaK)Ke MEXAYHapOIHbIE U HAllMOHAJIbHbIE CTaHAapThl Poccuiickoii
®denepanuu B 06s1acTi HHOOPMAIMOHHOM 0€30M1aCHOCTH.

7. B. bounapes «BBenenue B nHGOpMaImoHHy0 0€30MaCHOCTh
aBTOMAaTU3UPOBaHHBIX cucTeM» // M3gaTtensctBo MI'TY um. H. D.
baymana. 2021 - 252 c.

B kuure paccmoTtpena 3akoHoateNbHas 6aza HHGOPMAIMOHHOM
0€30MacHOCTH, IPUBEACH MEPEYCHb OCHOBHBIX BO3MOXKHBIX YIPO3, a
TaK)Ke OMHUCHIBAIOTCS MOAXO0/IbI K CO3[JaHUIO0 CUCTEM 3aIUThI
uHpopmarmu. Taxke MPUBOAUTCS KIacCUUKAIUS TPEAYTPEAUTETbHBIX
mep. M3yueHbl BOMpOCH MPOrpaMMHO-aNnapaTHbIX MEXaHU3MOB
obecrnieueHus1 MHPOPMAITMOHHOM 0€30TaCHOCTH.

8. C. A. HectrepoB «OcHOBBI HH(pOpMAITMOHHOM Oe30macHoCcTHY // JlaHb.
2022 - 324 c.

B 3T0i1 KHUTe OCHOBATEIBLHO U MOCIEI0BATEIBHO U3J1arat0TCs
OCHOBBI MH(GOPMAIIMOHHON 6€30MacHOCTH, ONTUCHIBAIOTCS MTPAKTUYECKUE
aCIEKTHI ee peanau3anuu. Yurareab U3y4uT:

1) TeopeTHUeCKrE OCHOBBI 3aIUTHI HH()OPMAIIHH;

2) OCHOBBI KpUTITOTpa(UH;

3) 3amuty nHpopManuu B [P-ceTsx;

4) aHanM3 M ynpaBlieHUEe pUCKaMu B chepe HHPOPMAIMOHHOM
0e30IacHOCTH.

Teopetnueckuii MaTeprai COMPOBOXKAAETCS J1a00OPATOPHBIMU
paboTaMu, BBIICIICHHBIMU B OT/ICTLHBIN pa3ied.

9. Huxonait Ckpab1ioB « AynuT 6€30macHOCTH HH(POPMAITMOHHBIX
cuctem» // Cankt-IlerepOypr: ITutep. 2017 - 272 c.

B xaure Huxkuter Ckabrosa (maructp CS, onbIT paboThl
MHXXEHepoM 1o uHpopMannoHHou 6e3omacHocT — 10 jer,
MpenoaaBaTeb «KOMIbIOTEPHBIE CETH, ONIEPALIMOHHBIE CUCTEMBI»,
ceptudukatel: CEH, CCSA, LPIC, MCITP) paccmaTtpuBatoTcst METOIbI


https://www.ozon.ru/context/detail/id/138530325/
https://www.ozon.ru/context/detail/id/138530325/
https://www.ozon.ru/context/detail/id/136557885/

00x0/1a cucTeM 0€30MaCHOCTH CETEBBIX CEPBUCOB U MPOHUKHOBEHHUS B
OTKPBIThIE HH(POPMAIIMOHHBIE CUCTEMBI.

10. Anekceit Munocepnos, Jauun ['punneB «TectupoBanue Ha
nponukHoBeHue ¢ Kali Linux»

[Momnwiii ' nmo Kali Linux : TecTupoBanue Ha MPOHUKHOBEHHUE,
KHUT'Y, IPUTOHYIO JUIS UCIIOJIB30BAHUs KaK HOBUYKAMU TaK U yXKe
ONBITHBIM aJMUHUCTpATOpaM U dkcuepraM Wb mis nenen nposeneHus
aynuta 6ezonacHoctd UT-undpactpykrypsl. Knura cocrout usz 8 uacrei,
B KOTOpBIE BXOJAT 62 TJ1aBbl C MOJAPOOHBIM OMHCAHUEM MCTIOIB3YEMbIX
UHCTPYMEHTOB U METOAUK TECTUPOBAHUS.

Kuura sBnsercs cucteMaTu3supOBaHHBIM COOPHUKOM,
BKJTFOUAIOIIUM ME€PEBOIbI AHIJIOA3BIYHBIX PECYPCOB, KHUT U BeO-CAlTOB,
NOCBSIIEHHBIX TeMe penetration testing, a Takke COOCTBEHHBIN OTBIT
aBTOPOB.

11. Kimberly Graves «Certified Ethical Hacker Review Guide» // Sybex.
2010 - 432 c.

O(I)I/IIII/IEUIBHOG PYKOBOACTBO ITO ITOATOTOBKEC K 9K3aMCHAM Ha
ceptudukanro CEH nmomoxeT BBISBUTh PUCKH CETEH U KOMIIBIOTEPOB B
IU1aHe 0€30I1aCHOCTH. PYKOBOILCTBO OXBATbIBACT BCCH CIICKTP BOIIPOCOB
XaKUHI'a COBPCMCHHBIX CUCTCM.

12. Jack Koziol, David Litchfield, Dave Aitel, Chris Anley «The
Shellcoder’s Handbook» // Wiley. 2007 - 744 c.

['pynma Bexymux 3KcnepToB B o6sacTu HHGOPMAITMOHHOMN
0e30MacHOCTH Halucasa OJHy U3 JIYYIINX KHUT O TOM, KaK HAlTH JIbIPHI B
0001 omepaImoOHHON CUCTEME WK NPUJIOKEHUU. B KHUTE
OIMMCHIBAIOTCS METOJIbI HaMMCaHus Iesi-kogoB Windows, ataku Ha
MEPETIONTHEHUE CTEKA, a TAKKE HAPYIICHUS KOPPEKTHOTO
(GYHKITMOHUPOBAHHUS SIAPA OTKPHITHIX CUCTEM.

13. «OWASP TestingGuide v4»

OWASP (The Open Web Application Security Project) —
OTKPBITBIA MPOEKT, 00BESTUHSAIONINN JECATKH KOMITAHUHN U CTICTIHAINCTOB,
CTPEMSIIIUXCS CAENaTh 0€30MaCHOCTh MPUIIOKEHHI 00JIee MPO3PavHO,
9TOOBI TF000H pa3paboTUnK OBUT B Kypce MOTEHITHAIBHBIX YSI3BUMOCTEH
WJIU C1a0BIX MECT B €r0 MPHUIIOKEHUH.

OWASP Testing Guide — cOopHHK cTaTeil OT MHOKECTBA aBTOPOB,
BKJTIOYAIOIIHM «JTy4IlIU€ MPAKTUKI JIJISl IEHTECTOB U ONMKMCAHUE TEXHUKU
TECTUPOBAHUS B BEO-PUIIOKEHUAX U BeO-cepBHCax.


http://www.amazon.com/CEH-Official-Certified-Ethical-Hacker/dp/0782144373

14. A. A. buprokoB «CobupaeM ycTpoHCTBa ISl TECTOB Ha
npouukHoBeHue» // JIMK-IIpecc. 2018 - 378 c.

MHuoroo0Opa3ue 1 JOCTYITHOCTb Pa3IMYHbIX HEAOPOTUX
annapartHbIxX miatdopm, Takux kak Arduino, Raspberry Piu nip.,
MPOCTOTAa UX MPOTPAMMHUPOBAHMUS, U MIPU STOM MPAKTUYECKH MOTHOE
OTCYTCTBHUE CPEJCTB 3aIIUTHI OT HUX JENAI0T XaKepCKUE YCTPOMCTBa
MOIIIHBIM U OMACHBIM CPEACTBOM pealn3alii KOMIIbIOTEPHBIX aTak. B
KHHUI'€ pacCMaTPUBAIOTCS KAK TEOPETUUECKHE OCHOBBI MH()OPMAIIMOHHON
0e30MacHOCTH, TaK U MPAKTUYECKUE ACTIEKThl CO3JJaHUsl COOCTBEHHBIX
YCTPOMCTB C UCXOAHBIMH KOJIaMH, CXeMaMH U IpUMEpPaMU pean3aluu.
Taxxe paccMaTpuBarOTCs MEXaHU3MBbI 3aIUTHI OT IaHHOTO BUJIA aTak.

15. bptoc llnaiiep «lIpuknannas kpunrorpadus. [lpoTokoisl,
aNTOPUTMBI M UCXOIHBIN Ko Ha Cy // [lnanektuka. 2022 - 1040 c.

Jlo mosiBieHus: HacTOAIICH MOHOTpadUU MPAKTUKAM TPUXOIUTIOCH
TPaTUTh MHOTHE YacChl HA MOUCK U U3YUYEHUE HAYYHOM JIUTEPATYPHI,
IPEXKJIe YeM OHM MOTJIM MPUCTYMHUTh K pa3paboTKe KpUNTOrpaduIecKux
npwioxeHut. Imenno 3tot nmpob6en BocnoyiHsieT kuura "[lpukiamnas
kpunrorpadus". Hauas ¢ 1eneit 3acekpeunBaHus rnepeiadn JaHHbIX U
IPOCTEUIINX MPUMEPOB MPOTPAMM JJIsL TOCTUKEHHUSI 3THX Lieiel, bproc
[ITHaiiep pa3BOpaunBaEeT MEpe YUTATEIIEM BCIO MAHOPAMY NMPAKTUYECKUX
pesyabTaToB 20 neT uccinenoBanuil. B kaure bproca [naiiepa
"Ilpuknagnas kpuntorpadus. [IpoTokobl, aarOpUTMBbI, UCXOTHBIE
TeKCThI Ha si3b1ke C(Cu)" B eTasnsax onmucaHbl IPUHITUAIIBI PaOOTHI,
peanu3anuy U IpUMEphl HCTIOIB30BAHUS KPUNTOrPAPUIECKUX
AJTOPUTMOB, SIBJISICTCS CAMOM YMTAEMOW KHUTOM IO KpunTorpadguu B
mupe!

16. Xabp «dyHnaMeHTaIbHBIC 3aKOHBI HHPOPMAITMOHHOMN
6e3onacuoctny // URL: https://habr.com/ru/post/325382/

17. Xabp «Cucrembl K1acCUPUKAINK U OIEHKH YSI3BUMOCTEH
uHpopmarmonusix cucrem» // URL:
https://habr.com/ru/company/bastion/blog/706884/

B craTbe paccka3biBaeTcs 0 BUAAX ysI3BUMOCTEM, € OHU
MOSIBJISIOTCS M KaK WX KJIACCH(PUIIUPOBATH

18. Xabp «Pa36op BpenonocHbIx ¢aiiinoB APT Kimsuky» // URL:
https://habr.com/ru/company/rvision/blog/706046/

B crarbe nokasan npoiiecc ananuza BpegoHocHoro [10 Ha ocHoBe
peanbHbIX COIMILIOB, HCcTOJIb3yeMbiX APT-rpynnupoBkamu


https://habr.com/ru/post/325382/
https://habr.com/ru/company/bastion/blog/706884/
https://habr.com/ru/company/rvision/blog/706046/

19. Xabp «Jlyumue npaktuku 6e3onacHoctu Node.js» // URL:
https://habr.com/ru/company/otus/blog/706000/

B cTarbe nepednciieHbl pa3inyHbIX YTPO3bI TSl IPHIOKCHHH,
HanrcaHHbIX Ha Node.|S, ux omnucanue U CocoObl YCTPaHCHHUS

20. Xaop «Tecruposanne Wi-Fi u ananacer u3 Kuras» // URL:
https://habr.com/ru/company/qaz-is/blog/687696/

B crarbe onuceiBaetcs npotiece npoctoro nenrecta Wi-Fi u
UCClie/IoBaHKe ycTpolicTBa o HazBanueM Pineaplle. Pineapple (uiw,
HaifHen ) UCTIOIb3yeTCs sl pa3nuyHbIX atak Ha Wi-Fi ceTu.

AHanus3 cocTOSHUS HBYQCHHOI;’I HpO6JI€MBII

Nudopmanimonnas 6€30macHOCTh - IEPCHIEKTUBHAS 001aCTh,
BKJTFOYAIOIIEe B ce0si MHOXKECTBO Pa3IMYHBIX HAIIPABJICHHM, TAKUX KaK
dopensuka (paccienoBanne KuOep MHIMIESHTOB), TECTHPOBAHKE Ha
NPOHUKHOBEHHE (TIEHTECT), ayAUT 0€30macHOCTH, MOHUTOpUHT Vb
cuctembl (SOC - security operation center) u ap. Ho B Kak/1oM U3 3THX
HarpaBJICHUI HEOOX0IMMO pa30UpaThCs B 0a30BBIX BEIIaxX, TAKHX KakK
kpunrorpadus, OC u cetn. B 31oxy exeTHeBHBIX B3IOMOB CHCTEM H
NPUIIOKEHUH paccMaTpruBaeMasi 00J1acTh enié HaI0JIr0 OCTAHETCS
BOCTPEOOBaHHOM.


https://habr.com/ru/company/otus/blog/706000/
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