MesHoB A.E. BT 2.1
HCP 1.2

3agaya: 03HAKOMHTHCSA C MCIOJIb30BAaHHEM WH(OPMALMOHHBIX CETEH ISl peIIeHHUs
3a/1a4 CTPYKTYPHOTO noapaszeneHus. Hanuuue nokanbHbIX BBIYACIATEIBHBIX CETEN U
3aJlayy, peuraeMble ¢ UX nomolrsto. CBsi3b ¢ robansHbiMU ceTaMmHu (Internet).

OcHoOBHBIE 3a/1a44, pelaeMblie ¢ MOMOILUbI0 HHPOPMALMOHHBIX CETEH

e BHyTpeHHsI KOMMYHHKALMS:

o OpraHuzanusi 3JEKTPOHHOM  TOYThHI, KOPIOPATHBHBIX YaTOB U
BUJICOKOH(DepeHIIHil.

o OOMeH cOoOOLIEHUAMH MEXAY COTPYIHHUKAaMU B PEXHUME PEATbHOIO
BPEMEHH.

e CoBMeCTHOE MCII0JIL30BAHUE PECYPCOB!
o Hoctyn k o6mumM ¢GaidIoBEIM XpaHWIHIIAM U 0a3aM JIaHHbBIX.

o Hcnonb3zoBanue oOJaYHBIX IIATPOPM [UIsl XpaHEHUs U 00pabOTKU
uH(popManuu.

e JlocTyn K BHELIHMM pecypcam:

o lloaxnroyeHune K cnenuaIn3upoBaHHBIM HH(POPMALIMOHHBIM CHCTEMAaM.

o IlomyueHue 0OHOBIEHUI MPOrpaMMHOI0 00ECIIeUeHUs Yepe3 UHTEPHET.
e IlenTpasu3oBaHHOE yIIPaBJICHUE!

o Pe3epBHOE KONMMpPOBaHUE JAHHBIX U BOCCTAHOBJIEHUE B CTyyae COOEB.

O AJIMHWHUCTPUPOBAHUE NIPAB JOCTYIIa U MOHUTOPHUHT CETEBOM AKTUBHOCTH.
e ABTOMATH3alUs POLECCOB!

o Bueapenue cucrem yuéra JOKyMEHTOOOOPOTA.

o MWurerpamust ¢ OW3HEC-TIPWIOKEHUSIMU JJII ONTUMHU3ANMHA PabOUInX
IIPOLIECCOB.

e (OOyueHue:
o Opranuzanus OHJIAH-KYPCOB U BEOMHAPOB Yepe3 KOPIIOPATUBHYIO CETh.

o JlocTyn K 3lEKTPOHHBIM OMOIMOTeKaM U 0a3aM 3HaAHUH.
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TomoJiorusa ceru

JlokaabHas cetb (LAN)

duznyeckas TOMOJOIHUS. PEaTU30BaHa MO CXEME «3Be3[a» C ICHTPAJIbHBIM
KOMMYTaTOpOM, K KOTOPOMY TMOJKIIOYEHb Bce pabodyWe CTaHUUU U
nepudepuitubie yCTpOMCTBA.

Jloruyeckasi TONoJIOrMsl: OpraHu3allys CETH MOCTpoeHa Ha 0a3ze MpOTOKoJa
Ethernet, ¢ mnpuMeHeHWEeM TEXHOJIOTHMH BUPTYaJIbHBIX JIOKAJbHBIX CETEH
(VLAN). D10 mO3BOJSCT pa3fciiuTh CETh Ha HM30JUPOBAHHBIC JIOTHUCCKHE
CETMEHTBHI, UTO O0eCreunBaeT pa3ciicHne Tpaduka v MOBBIMIACT O€30TaCHOCTD.

CeBs3b ¢ rJ100aabHoI ceThio (Internet)

HOI{KJIIO‘ICHI/IC: OCYHCCTBIIACTCA YCPC3 MApHIpyTU3aTOp C BBIICICHHBIM
HHTCPHCT-KaHaJIOM.

Be3zonacHocth: npumensercs Firewall, cucrembl oOHapy»XCHHS BTOpPKCHHIA
IPS/IDS.

Texnn4yeckne XapakTepuCTUKH

Cxopocthb nepeaaun 1aHubIx: ot 10066ut/c 1o 1 I'6uT/C B pamMKax J0KaIbHOM
cetu, 10 200 MOuT/c 1j1 BHEIIHETO HOAKIIOYECHUS.

IIponyckHasi cnocoOHOCTBL: yIpaBieHUE TpahUKOM ¢ MPUOpPUTE3AIUECH
KPUTHUYECKU BaXKHBIX TAHHBIX.

OTKa30yCcTOMYMBOCTD. HCHOJB30BAHUE PE3EPBHBIX KAHAJIOB CBSI3U U
JTyOJIMPOBAHUE KITFOUEBBIX KOMIIOHEHTOB.

Bbe3onacHocTsh: mudpoBanue JaHHBIX, MHOTOGAKTOPHAS ayTeHTHU(UKALIHS.

Texnuueckue ycTpoiicTBa u 000py10BaHuE

Cepsepbl: Qu3nyeckre U BUPTyaJIbHbIE TUIATQPOPMBI IJIs1 XPaHEHUSI TaHHBIX U
YIIPABIICHUsI CETEBBIMU CEPBHUCAMU.

CereBoe o0opynoBanme:

o MapupyTuszaTopsl sl CBSI3U C BHEIIHUMU CETSIMU.
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o Kommyrarops! s pacnpeneneHus Tpadpuka BHYTPH JIOKAJIbHON CETH.

o becmpoBoanbie Touku goctyma Wi-Fi mis oOecrieueHus MOOHIBHOIO
IMOAKJIFOUYECHUS.

o Kuuenrtckue ycrpoiicTtBa: padoure CTaHIMU (IEPCOHAIBHBIE KOMIIBIOTEPHI,
HOYTOYKM), IUIAHLIETHl U JAPYTHE YCTPOMCTBA, UCHOJIb3yeMble ISl IOCTyNa K
CETEBBIM pecypcaM, BBITIOTHEHUA 3aa4 U B3aUMOJAECHCTBHS C KOPIIOPATUBHBIMU
CUCTEMAMH.

Cas3b ¢ ri100aabHbIMu ceTsimu (Internet)

o [IlpoBaiinep: BbIIEICHHBI MHTEPHET-KAaHAJ C FapaHTUPOBAHHOW IPOITYCKHOM
CHOCOOHOCTBHIO 1 MUHUMAJIbHBIM BPEMEHEM OTKJIMKA.

« Hacrpoiika ob0opynoBanus: KoHdurypauuss TpaHCIsUHUUA CETEBBIX aJpECcOB
(NAT), dunbTpanus HeKEIaTeIbHOTO TpaduKa.



