3anaHune 1.2

Onucanue 3a1auu;

O3HAaKOMUTHCS C HCIOIb30BAaHHEM UH(DOPMALIMOHHBIX CeTel AJIs peleHus 3a7ad CTPYKTYpPHOTO
nojapasaenenus. Hanuuue T0KanbHbIX BBIYUCIUTEIBHBIX CETEH U 3a7]a4u, PelIaeMble ¢ UX
nomouibio. CBa3b ¢ rnodansHbiMU ceTsiMu (Internet). Tomonorust cetu, OCHOBHbIE TEXHHUUECKHE

XAPaAKTCPUCTHUKU, TCXHUYCCKUC yCTpOfICTBa.

Cusrtue Beex napameTpoB npoucxoauiio B ayauropun Ne309 1 xopmyca PT'TIY um. I'epuena.
KoMIproTepsl B ay TUTOPUH MTOJKITIOYECHBI IO MIMHHOM CXeMe.

[

[l

[ L]

SarnyIKa
(TepMHHaTOD)

XapaKTepuCTHKH YCTPOMCTBA:

i . JarnyIka

(TepMHHATOD)

Nwms ycTpoiicTBa

DESKTOP-PCABQ3P

[Ipoueccop

Intel(R) Core(TM) i7-10700 CPU @
2.90GHz 2.90 GHz

OmnepaTuBHas MaMsITh

16,0 I'b (moctynuo: 15,8 I'b)

Kon ycrpoiicTpa

D8C54E3B-BE73-4CA0-B725-
482B0A1AF815

Koxa nmponykra

00331-10000-00001-AA016

Tum cucteMbl

64-pa3psgHas  ONepalMOHHAs  CHCTEMA,
npoueccop x64

IIepo u ceHCOpHBIN BBOA

I[J'IH 9TOIr0 MOHHUTOpPa HCAOCTYIICH BBOJ C
IMMOMOIIBIO IICpa U CeHCOPHLII\/JI BBOJ{

Beimyck Windows 10 Pro

Bepcus 22H2

Jlata yCcTaHOBKH 03.09.2024

Coopka OC 19045.5247

B3aumonericTre Windows  Feature  Experience  Pack

1000.19060.1000.0




nopauuA Mal ration). Bce npaEa 3aWMWeHs.
s\Admin> ipconfig

HacTpoiika npoTokona IP anA Windows

: DESKTOP-PCABQ3P

: TMOpUOHBIA

: Het

H

: inf-i-communic-tech.1k.hspu.local

C s\Admin>\

Ip-aapec ycrpoiictea: 10.1.131.190
MAC-anpec: F8-CC-6E-02-5C-B3

IIpoBepka coeqMHEHN € JOKAJILHBLIM CEPBEPOM:

nakeTamu ¢ 16.1.131.198 no c
oT 16.1.131.196: z
orT 16.1.131.1 :

oT 18.1. 1t H

oT 16.1.131.196:

CTaTMCTHKa Ping gnAa 18.1.131.196:
KeToe: oTnpaeneHo = 4, nony4edHo = 4, noTepAdo = 8
(8% noTepk)
pHENMIMTEeNEHOS EpPeMA MpHeMma-nepejadv B MC:
MHHMManeHoe = BMCcek, MakcvMManwHOe 8 mcex, CpefHee = O MCek



Tabamua mapupyrusanuu:

..... Realtek PCIe
Sof e Lt

W=

GbE Family Controller

Intertace

On-link
on-link
on-link
On-link
On-link
On-link
On-link
On-link
On-link

on-link
on-link

ITpoBepka coenuHenusi ¢ UnrepHeTom:
C:\UsersiAdmin> ping 8.8.8.8

0bMeH

OTEEeT 8.8.8 ' EpeMA=
OTEEeT ' EpEemMA
OTEeT cno ' EpeMA
OTEeT . : cno Hai 2 BpemMA=27MC

CtatucTHka Ping anAa 8.8.8.8:
MakeToB: OoTNpaeEnedHo 4, nony4eHo
(8% noTepsb)
MpubnuzuTencHoe BpeMA NpUeMa-nepenaqvu
MUHMManNLHOe = 27McCeK, MakCcuMManwHoe

noTepAHo

Mmcek, CpegHee = 27 Mcek



Cnucok ceTeBbIX YCTPONCTB:
C:\Users\Admin>arp -a

Ac: 18.1.131.198 --- 8x3

DUIMYECKMA aapec
B8-1e-43-2 F

FF-FF-FF-FF-FF-FF

01-86-5e-668-88-16
81-86-5e-868-86-Th
B81-86-5e-88-86-TcC
81-86-5=-41-606-83
81-88-Se-7f-ff-fa
FF-FF-FF-FF-FF-FF

®y.herzen.spb.ru

.211.44

T & & 2l
.

C:\Users\Admin>5S

HUcciaenoBanue OTKPbLITBIX COeTUHEHUM:

C:\Users\Admin> netstat

AKTHBHBIE IIOAKJIFOYCHU A

Nwms
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

JlokanbHBIN ampec
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680

Buemnuii agpec
10.1.24.133:51866
10.1.106.142:51479
10.1.106.221:50357
10.1.106.228:60658
10.1.142.151:51016
10.1.142.157:49676
10.3.14.62:51955
10.3.14.68:49798
10.3.122.62:50266
10.3.122.75:50148
10.5.1.244:55462
10.6.12.85:50947
10.6.12.181:64210
10.6.13.86:50386
10.6.13.86:50452
10.6.13.185:62158
10.11.38.84:61421
10.11.38.188:51815
10.12.45.164:54677
10.12.45.164:54682

Tun
OHHEMHYECKHHA
OMHaMHY e CKHH
CTATHYECKHH
CTATHYECKHH
CTAaTHYECKHH
CTAaTHYECKHH
CTaTHYECKHH
CTaTHYECKHH
CTaTHYECKHH

CocrostHue
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT



TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:7680
10.1.131.190:52987
10.1.131.190:52990
10.1.131.190:52992
10.1.131.190:53006
10.1.131.190:53017
10.1.131.190:53225
10.1.131.190:53247
10.1.131.190:53251
10.1.131.190:53254
10.1.131.190:53267
10.1.131.190:53271
10.1.131.190:53353
10.1.131.190:53447
10.1.131.190:53503
10.1.131.190:53510
10.1.131.190:53521
10.1.131.190:53542
10.1.131.190:53551
10.1.131.190:53612
10.1.131.190:53623
10.1.131.190:53631
10.1.131.190:53632
10.1.131.190:53633
10.1.131.190:53634
10.1.131.190:53635
10.1.131.190:53637
10.1.131.190:53638

10.14.142.31:49858
10.14.142.64:49982
10.16.67.86:64494

10.16.67.103:60324
10.16.67.196:59030
10.20.25.101:61349
10.20.25.124:52268
10.20.57.100:54188
10.20.122.96:51335
10.21.96.47:51667

10.31.41.202:54579
10.31.41.202:54597
10.31.56.71:59005

10.31.111.105:55801

10.32.37.70:52815
10.33.47.239:50489
10.35.96.15:54229
10.35.96.154:53346
10.35.97.122:53776
10.36.50.46:58086

10.36.205.250:65169

10.39.87.27:57873

10.39.87.33:51043

151.101.38.172:http
62.128.100.47:https
62.128.100.92:https
4.207.247.137:https
77.74.181.141:https
arnl1s12-in-f3:https

TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
CLOSE_WAIT
CLOSE_WAIT
CLOSE_WAIT
ESTABLISHED
CLOSE_WAIT
ESTABLISHED

arn11s10-in-f10:https ESTABLISHED
arn09s23-in-f10:https ESTABLISHED
arnl1s11-in-f10:https ESTABLISHED
lu-in-f194:https  ~ ESTABLISHED
arnl1s11-in-f10:https ESTABLISHED
10.5.62.22:ms-do  ESTABLISHED
a92-123-189-97:https  CLOSE_WAIT
82.202.184.184:https  CLOSE_WAIT
lu-in-f84:https ESTABLISHED
store:https ESTABLISHED
104.18.21.226:http  TIME_WAIT

10.1.142.165:ms-do
10.0.15.115:13111
10.0.15.115:13111

ESTABLISHED
TIME_WAIT
TIME_WAIT

arn11s12-in-f4:https ESTABLISHED
arn11s04-in-f14:https ESTABLISHED
Ih-in-f95:https ESTABLISHED
le-in-f132:https  ESTABLISHED
arn11s10-in-f14:https ESTABLISHED
arn11s11-in-f14:https ESTABLISHED
20.44.10.122:https  TIME_WAIT



TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

10.1.131.190:53639
10.1.131.190:53640
10.1.131.190:53641
10.1.131.190:53642
10.1.131.190:53643
10.1.131.190:53644
10.1.131.190:53645
10.1.131.190:53646
10.1.131.190:53647
10.1.131.190:53651
10.1.131.190:53654
10.1.131.190:53655
10.1.131.190:53656
10.1.131.190:53657
10.1.131.190:53658
10.1.131.190:53659
10.1.131.190:53660
10.1.131.190:53662
10.1.131.190:53664
10.1.131.190:53665
10.1.131.190:53666
10.1.131.190:53667
10.1.131.190:53668
10.1.131.190:53669
10.1.131.190:53670
10.1.131.190:53675
10.1.131.190:53677
10.1.131.190:53681
10.1.131.190:53682

arnl11s12-in-f14:https ESTABLISHED
arnllsll-in-f3:https ESTABLISHED
Ir-in-f100:https ~ ESTABLISHED
arn11s10-in-f1:https ESTABLISHED
10.0.15.115:13000 TIME_WAIT
arn11s04-in-f1:https ESTABLISHED
arn09s22-in-f14:https ESTABLISHED
la-in-f113:https  ESTABLISHED
10.0.15.115:13111  TIME_WAIT
10.0.15.115:13000 TIME_WAIT
10.1.24.142:ms-do  ESTABLISHED
194.226.211.29:https  ESTABLISHED
151.101.205.91:https  ESTABLISHED
arn11s12-in-f10:https ESTABLISHED
194.226.211.26:https  TIME_WAIT
194.226.211.26:https  TIME_WAIT
a23-59-85-67:http  ESTABLISHED
194.226.211.26:https  TIME_WAIT
194.226.211.26:https  TIME_WAIT
arn11s10-in-f3:https ESTABLISHED
a23-64-12-35:http  ESTABLISHED
10.0.15.115:13111  TIME_WAIT
arn09s23-in-f3:https ESTABLISHED
arnl1s12-in-f3:https ESTABLISHED
arn11s10-in-f3:https ESTABLISHED
10.31.56.66:ms-do  TIME_WAIT
10.1.106.149:ms-do  SYN_SENT
10.31.111.105:ms-do  TIME_WAIT
10.39.122.240:ms-do  SYN_SENT



JIlnmarHocTuka ceTu:
C:\Users\Admin>tracert ict.herzen.spb.ru

1@ I

MpeBoileH HHTEpPEan OXMA3HWA

MpeBbileH WHTepEan OXMAO3HWA

MpeBbileH WHTEpPEan OXWMA3HWA

MpeBbileH WHTEpPEan OXMA3HWA

MpeBbilleH MHTEpEaN OXWIA3HWA a.
MpeBbileH WHTEpPEan OXMAO3HWA Ianpoca.
195.19.228.21



